CAMPUS USA CREDIT UNION PRESENTS:

IMPOSTER
SCAMS

N How to identify and protect yourself
from social engineering scams




Seminar Objectives

What are Imposter Scams?

 Different types of Social Engineering
« Definitions
« What is the damage to consumers

How do they do it?
« Online methods
« Texting/Phone methods
« Step-by-step

What can you do to prevent it?
« Remain diligent
- Be proactive
« Be aware of trending practices
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IMPOSTER
SCAMS

DEFINED

Impostor scams are exactly what they sound like,
Fraudsters pose as someone or a business to try to
convince you to send them money (or give up
information)**



Imposter Scams are a form
of Social Engineering

Spoofing

Uncovers sensitive information to conduct malicious
activities.

Phishing

Tricks victims into directly providing access to their
personal data.
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Types of Social
Engineering Schemes

Phone number/Caller ID Spoofing
Text Message Spoofing
Computer Pop-ups

Malicious Emails

Employment Opportunities

Website Spoofing




p How much have consumers lost?

FTC reported
$5.9 billion in losses in
2021

an increase of $2.4 billion over 2020

1 in 5 people
reported a loss due
to iImposter scams

Average victim
loses $500 and
spends 30 hours to
resolving the crime

$3.56 billion lost to
online fraud In the

first six months of
2022

41% of adults age 20-29
who have reported
fraud, end up losing
money In a fraud case,
compared to only 18%
seniors

Spoof/imposter scams have
the highest percentage of
reported cases, with more

than 361,000 complaints
filed totaling $1.33 billion In
losses



' Red Flags

Misspelled words

Oddly phrased sentences

Weird Spacing

Poor grammar

Offers to fix your account

Text message with
verification code

Refunding money

Requests for username
and/or password



Thu 2/23/2023 4:37 PM

Joe Member < @
Final Remindr: Notice of Tax Return m a I :

To Joe.Member@email.com

m IRS Just because there is a logo Things to look for:
< does not mean itis

o - Fake Logo
Department of the Treasury |eg|t|mate. o T
Internal Revenue Service - Offer is "too good to be true

 Link to accept offer

Claim Your Tax Refund Online

If it looks too good to be
Dear Taxpayer,

?/ true, it probably is. - Misspellings
We identified an error 3 calculation of your tax return from the last payment, - - -
amounting to $574.11. ! ! ® CIaIm before explratlon

In order for us to return the excess payment, you need to create a e-refund account
and we will transfer the payment to your specified bank account.

To register for an account, click “Get Started” below to claim it before this ocffer
expires.

Get._startedd Hover over links.

To registe http://www.getyourprivateinfo.com/|
expires. register

Ctri+=Chick to follow link

Get S‘:artegl




Microsoft:
Email

Things to look for:

Windows Error Report

Windows User Alert

« Email address
« Use of fear
« URL to "fix" the issue

Unusual sign-in activity

We detecied something unusual 1o use an apphcation 1o ssqn o to your Windows Computer. We have found suspiaous logn attempt on your wendows computer throwgh
an unknown source. When our secunty offscers snvestigated, it was found out that semeone lromm foneugn 1P Addeess was trying 1o make a prohibated connectsan on your

NetwEk wikwch Can Corm §P your wendows hoense kp-y

Sign-in details:
Country/region: Lageos, Nigeria

IP Address: 293.09.101.9

Date: 09/07/2016 02:16 AM (GMT)

I you'ne nod suee this was you, 3 maliosdus user might tneng Lo acCess your netwoek, Flease review your recent activity and we'll help you take cofrective action, Please
Ccontact Secunty Communication Cemled and repadt 1o us immsechiateny. | & 516 0380 or subistitute you can also vesit the Website: hitps/Aveww microsoft comy’ and il out

the COMSUIMT O _;tf.lll". form. Once you <a ;lh'..h'l' Provice your Reference no: AL 1190 in order {or tochrucians Lo assist you betler

Cur ?uhl'.’l'r'.n'r'lt fl‘f'.‘llll‘t'i o hmiicsan will [.’-'t"r.'.'!l‘ oLl ihie !f-‘nl I'l“--l'lh.'!il'-"'l Youu h.!‘.’l‘ n":T'.".l"lll this l‘f'L"lHl"j.lh.'lI"_" n".'TI.lI| sorvice annountement to l;;‘.t‘i.]h" ',\'m .lt'l-i‘.‘-'.kl Im{"-.!ﬁ.‘..’l'l'

changes 10 your Windows Dence.

Review recent activity



:Banking
Text
Message

Things to look for:

« Your financial institution will
NEVER ask you to verify your
online banking credentials

- Use of fear and offering a
resolution

No

IMessage
Sat, Sep 10 at 6:57 PM

- CAMPUS USA Credit Union: Did You
Attempt A $1000 Zelle Payment On
09/10? Reply YES Or NO. Data & Msg
Rates May Apply.

Freemsg: Thank you! Your card has
been frozen. CAMPUS USA Credit
Union Fraud Protection Verification
Assist. Please Verify Your Online
Banking Username Via Automated
Text System.




:Phone Calls

Things to look for: Incoming cal

- Phone call from Court Services, Utility
Companies, Financial Institutions,
Police Departments, or an "authority"

- Use of fear to manipulate consumer

to do something

- Provide username

o Click links in text

- Share Code

- Payments over the phone in gift

cards or wire transfers




COMMON ENTITIES TO BE SPOOFED:

Anti-Virus Financial

Software Microsoft Institutions PayPal
- Person to

Utility IRS Charities AL
Company payment

companies



How do
they do it?




Fraudster Tactics

o Fraudsters Pretend to be from an organization you know.

They use technology to change the phone number that appears on your caller ID.
So the name and number you see might not be real.

e There is either a problem or a prize.

They might say you're in trouble, there is a problem with your account, or say you
won money.

e Fraudsters pressure and scare you to act immediately.

They want you to act before you have time to think or research. They might even
threaten you.

o Fraudsters will request you pay in a specific way.
They insist that you pay by wiring money, buying gift cards and giving them the
info on the back, or send via Crypto Currency.




Protect Yourself

Always be diligent

Use a reputable Don't let curiosity get Hover over the URL Set up two-factor (or multi-
Antivirus Software the best of you before clicking factor) authentication on
your accounts

E & @ @

-_— 11
Turn on spam filters Keep your security Use your browser's Look up the company’s
software, browser and pop-up blocker phone number and call
operating system up to directly

date



Other
Resources

Internet Crime Federal Trade
Complaint Center Commission

www.ic3.gov www.consumer.ftc.gov




Printable resources




Thank you for joining us!

Questions or
comments”??

feedback@campuscu.com

¥ lin




